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Abstract

Concurrency is ubiquitous. Concurrent processing improves the speed of execution,
and offers better resource utilization. However, the analysis of concurrent programs is
remarkably more challenging than sequential counterparts. Concurrency renders an
inherently complex program structure and unintuitive control flow. The complexity
is further escalated with synchronization primitives used to control access to shared
resources. Moreover, the reachable state graph grows exponentially with an increase

in the concurrent processing elements resulting in the state space explosion problem.

Relaxed memory models allow out-of-order execution of program instructions that fur-
ther ravel the program structure and significantly expand the reachable state graph.
As a result, the challenge in analyzing concurrent programs becomes more acute
under relaxed memory concurrency. Consequently, it is hard to develop concurrent
programs that efficiently utilize the permitted ordering relaxations, and equally hard
to determine the feasible program outcomes under relaxed memory concurrency. Both

the problems may become exacting even for expert programmers.

This work proposes techniques for the ease of development of efficient programs that

produce expected outcomes on relaxed memory models. The techniques focus on



verification efficiency, targeting legacy and developed programs, and developer pro-

ductivity and runtime efficiency, targeting programs under development.

Stateless model checkers mitigate the state space explosion problem by exploring a
reduced state graph comprising representative program executions from each equiva-
lence class; where, an equivalence class is a set of equivalent executions that is formed
based on an equivalence relation. This work proposes a novel equivalence relation
on the program executions called view-equivalence that is at least as coarse as any
existing equivalence relation. Consequently, view-equivalence induces the smallest
set of equivalence classes, positively reducing the analysis effort. This work also pro-
poses a stateless model checker called ViEqui, which partitions program executions
on the proposed view-equivalence relation. The fewer equivalence classes under view-
equivalence help ViEqui achieve faster analysis and better scalability in comparison

to the existing stateless model checkers on finer equivalence relations.

As the second contribution, this work explores stateless model checking under relaxed
memory consistency specifications or memory models. Various program outcomes fea-
sible under the memory model associated with languages (such as C/C++) may never
manifest on underlying architectures, being disallowed by the architecture’s stronger
implicit ordering. Existing model checking techniques operate under the memory
consistency specification of a language or of an architecture. This work proposes
a stateless model checker called MoCA that analyzes programs with C/C++ memory
model under a class of architecture memory models called multi-copy atomics. MoCA
performs a precise stateless model checking for program outcomes valid under the

C/C++ specification and feasible under multi-copy atomicity. The precise analysis of
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MoCA reduces the cognitive load on developers of sorting the feasible from infeasi-
ble outcomes while also reducing the model checking effort by restricting the set of

outcomes to analyze.

The C/C++ language is known to have intricate memory consistency semantics. The
work with MoCA uncovers the complexity of the semantics that a C/C++ developer is
exposed to. With a focus on reducing development effort, the final element of this
study proposes the first fence synthesis technique for C/C++ memory model. The
technique takes a buggy C/C++ program with a correctness specification and presents
an automated fix of the program with additional synchronization on concurrent ele-
ments through fences. This work proposes a technique called FenSying that fixes

the input program with minimal necessary synchronization overhead.

In summary, this work proposes analysis techniques for developing correct and effi-
cient concurrent programs for relaxed memory models. The focus of this work is on
verification efficiency (through ViEqui and MoCA), developer productivity (through
MoCA and FenSying), and runtime efficiency (through FenSying). Each technique is

accompanied by an effective tool support.
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SN

GHeRA AT TRAGATUT 3. FHAR TRAHSRUT & fAnured &t 1fd # gur giar 8, 8k dgar
LT JUYNT UG T & | geliich, THAL! ehRIATHT <Al fARIANUT § SrgehzfHen THeheny
H T 7 IAAEHT T & 3feh AR FHARAT Yeoh REd hidl & JarHiides U
Y ST hRIHTH T 3R TSl S[oH ehd FUARUT URATE | STfeear I1eMT deh ugd i
AR & & forq IuaiT fohy ST a1t Rispizamgsies gRffea & ary & sik g man @
YT | $Hh 37T, Ugd TN I ST TR g fe) oh AT il Y I@dT & THad! UREHehUT
el & URUTHHERT AT SRy fremhle st wegan Iqu gl &1

Relrgs a9 Afsd URRA fAEan & a1m3e-3ifth-3ikex fAyure &t srgafa 3d & <t
TR & &- d UITRA AT hl YUUE ohid & 3R Ugd I AT TR T Agdagyul
U ¥ fIgaR axd &1 uRumHagy, et shRaehyA! & faserwor & gAY ofiR a1fdres ek
g St & STRITeE THfa SmfAfa & sfawrd | R HERy, THaRd e st i3 & 3&
TR ST S1gAd e Heiell ©¢t T fRefdigach IUNT o 8, 3R THH T 4§ &fdA
ft Retnge ggfa Tmfafa & dgd quasRa saRgegd uRumat &t FRaRd e & forq) &t
faRtoeTst TR & forg off T fawe gt Tohdt &1

g hRY HAA HRIAIA! o AR & AT o o deh-iert o1 qRIATd et & Reqds
AARY Afgd R UK gRUMH IqUAT 2| dehrileh FAATU Genddl, faRad ek faenfa

iX



PRIRTH! i TIch] o he 3R STAIR THIYh TR YT hgRd ! & | AdTATa 3R Tersd
SR, AT & dgd ShRYHTHT el TTeh{Sd Tl

e Aigel densd @Il chich o IHdRAY fahle st THTAT ol A d & TRk
AT @ A ehrgrenza e ot enfiret exd gu avd fomar wam e RS- o9 a3,
STgl, Yeh AT a1 GHeT AYUTEH ohT Ueh T & St IdT & JoradT Haiy R SeRd. Jg

R Yeh A oIl Haie ohl TRHATE hidl § TRTRA fAUTe WR Ga-TAgeddT gl SITdl
& STt hH Y hH Id-T 81 AleT g HISET JeddT Jad. Adtolad, 3A-THdeddl 9oy Bl i
QRRT et & JeradT a7 el e, fAAATUT URATH hl HehRTHeh U d A Hdl 8| T8 hRY
ff UR- ViEqui AT Uk Geead Afgel dohe SATdT &, St UITRH fAyuTe ot faeford dear
& RYATAd gI-gAded oy WR| forarreis o JerardT a1 IHdeddT ViEqui ol Ja-T |
I fAREVOT 3R dgaR Hehallaferdl URU et | HEE hd! & sgdr Jorddl Geet IR Hial
e AlSe Iy o ferg |

TR NG & U |, Tg DRI ARM & dgd Yecad Alse dfhiT i USdldt hidl g AHRT
afa fafaeer a1 AnR Atsd | AfmT aRgexA aRom- vrrstt (S9 ¢/c++) & S8 A9t
Higd & dgd Rieet et 78 gt HehdT siaxfAfdd sRfhdehar R qRehe, 3TRfhdehaR o HoTed
AR 3dteRd foham ST 38T 8 SR 3mder. HiSIal Aisd Siid dehrich AART & a1
RIH ! g fehet |TST AT ARt St FfARAT fAfrear| I8 Ry qRYdIfad & MoCA T %
Uoh oty Algel IR STt C/C++ AARY dTet URTIRAT okl fACTUT ohidl & STRfhecher AHIRT
HiSd @ Yeh aYT o dgd AlSd ST Heldl-ahidl TelfHchd gl SITdT g | JIhT o SiaxTd A g
FRIRTH GRUTAT & g Teh Gl Feeatd Algd Sird shxdT g dt/d++ fafamear sk a1g-
QRfATI TRATU[AT & d8d TUAERA | MoCA hT Tteh fARAVUT TUTEgTRe & TUAERY i BicA
7 3TAIRY TR HSSIHIGHS HR i hH HdT 8- Ve Sl AT ich AlSd Siid YAt hl hH

e gY URUIHAT ht WRIE e fAW0T e o forg aRurm.




C/C++ TSI Sl ST AARY T ATERY & folg ST ST €1 MoCA @ AT hiF hiAt & C/C++
SIAWR o AIGRY hl ST T UdT TAdT & & 3TeTd T | fIhrR URAT Sl ohd e R
¢ & & T, 39HI AW qqa S1e@a= ¢/C++ AR Alsd & forg ugedt arg daretyor
deh-IIch hT UREATA hedl & | dhritch Teh qRIcaI C/C++ URIIRA bt &UdT fafadsm & a1y
At & 3R TG el & GHERA! ddat W SifaRed RieATssiM & 91 hRUchyH &1 Teh
edTierd GHTYT- T8 o HIYAH & YA, Jg hRT BRI ATHh Yeh deh11ch ohl YRHATT ]
& St 3k xdlt @ TAaH TRk RihIRATSSINA 3dRes o 1Y 3 Ye URIRA|

HRNU |, g hIRT el AR RHTEIqUTEH [aehrd o o1y fa=rewor denmitent ohi qREdTE ham g
Reterere AHRI ATsd o Ty dsTent-e THeRH! hRIAhYH | 39 HIH TR hichd g TqATI Gehddl

(ViEqui 3R MoCA & HTYIH b), STAUR IqUTEhdT (h ATEIH T) | MoCA 3R FenSying),

3R TICTZH GRYAT (FenSying o AIYIH ) | TR dh-1ch g Yeh UXHTAT IUhUT A

@ 91|
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