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Abstract

A secret sharing scheme permits a secret to be shared among participants in such a
way that only qualified subsets of participants can reconstruct the secret, but any
unqualified subset of participants has absolutely no information about the secret.
Among the various secret sharing schemes, Visual Secret Sharing (VSS) schemes
are developed to encrypt a secret visual information. Aside from the obvious ap-
plications to information sharing, VSS schemes can be applied to access control,
copyright protection, digital watermarking and visual authentication. Hence, this
subject has emerged as an important area of research and has been enthusiastically
pursued by many researchers. The present thesis is devoted to Design and Analysis

of VSS Schemes for better quality and performance.

We design and analyze two different classes of VSS schemes, namely based on
random grids and Boolean operations. The first three schemes are based on random
grids and last one is based on Boolean operations. In the random grids-based VSS,
we first analyze the existing random grids-based non-threshold VSS schemes for im-
proving the visual quality of the reconstructed image. The Boolean XOR operation
is proposed as the decryption operation in the random grids-based non-threshold
VSS schemes. The proposed operation does the lossless secret reconstruction for
any number of participants and removes the problem of perfect alignment of the
shares. Second, we design a non-threshold scheme for recursive hiding of the secret

images by random grids, which hides the additional secret information in the shares
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vi ABSTRACT

of larger secrets in a recursive manner. The proposed scheme increases the secret
information conveyed per bit of the shares to nearly 100% without any pixel expan-
sion and code book requirement. Next, we design a VSS scheme for general access
structures by random grids. Compared to the existing VSS schemes for general ac-
cess structures, the proposed scheme generates the shares of size same as that of the
original image and does not require any code book prior to the encryption process.
The superiority of the proposed scheme is shown by comparing it with the related

works.

In Boolean operations-based VSS, we design a (k, n)-threshold VSS scheme based
on Boolean operations. We propose two different algorithms to encrypt a secret im-
age for (k,n)-threshold access structures. The advantages of the proposed scheme
are that it has no pixel expansion and achieves the better visual quality of the recon-

structed image compared to the random grids-based (k, n)-threshold VSS scheme.

The formal proofs, security analysis and experimental results are given to demon-

strate the correctness and feasibility of all the proposed schemes.
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