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Abstract

The power grid is evolving rapidly. With the addition of micro grids, distributed energy
resources, and increasing automation in decision making enabled by sensors, the grid has
become very complex. Conventional power system was originally designed to provide
efficient and reliable power. With the integration of information technology and advanced
metering infrastructure, the power grid has become smart. The inclusion of communication
technologies in smart grid, has also bridged the gap between utilities and consumers by
increasing transparency and enabling consumers to efficiently monitor and control their
electricity usage through AMI. The smart meters have allowed the system operators to
continuously monitor the power system in real time and take necessary action to avoid system
failures. The cyber physical security of power grid has gained more attention in the research
community in recent past. Smart meters and communication infrastructure are vulnerable to
cyber-threats and if the security is compromised then the consequence can be devastating. It
is necessary to study all the possible impacts that cyber-attacks may have on the power grid in
order to make the grid immune to cyber-physical intrusions.

Recent studies in this space has exploited the vulnerabilities of the existing power
infrastructure to false data injection attacks. A well crafted attack can pass the bad data
detection systems during state estimation and affect the operation and control of the power
grid. The false data injection attacks are detailed in the thesis and various attacking scenarios
are considered to analyse the impact on power system operation and control. The feasibility
of false data injection attacks with complete as well as incomplete network knowledge is
explained considering IEEE test systems. The conditions for crafting a stealthy attack on state

estimations are presented and explained using different case studies and attacking scenarios.



With more and more renewable energy and information technology integration, electricity
companies must make sure that they are not paying for spoofed electricity. A study is presented,
proposing a new attack through which a private actor injects false data into multiple meters
to deceive the system operator with new modified system state to gain momentary profit
by projecting higher energy export than actual. Considering limited attacking resources
available to the adversary, the attack model exploits the vulnerability and dependency on the
metered values to spoof the power export for monetary benefits. From the system operator’s
perspective, the most vulnerable buses are obtained and ranked based on the severity and
minimum set of meters required to launch an attack.

The dependency on the metered values for estimating the power system states for market
operations can be further exploited by manipulating the measurements and compromising the
real-time locational marginal prices of the system. A virtual bidder leverage this possibility for
financial misconducts. A two stage attack reveals that the adversary optimises the incremental
and decremental bids to maximise the profits by carrying out false data injection attack as
either a load re-distribution attack or a topology masking attack. Attacker with complete
system access can also stealthily launch cascading tripping of transmission lines and generators
by attacking the integrity of state estimation. It is shown that by injecting false data in certain
power injection and power flow measurements, adversary force system operator to change the
dispatch and hence making the power system N — 1 in-compliant.

Cybersecurity in the power system is a huge concern which must be addressed with
topmost priority. Securing all the entry points of the cyber-attacks may not be economically
feasible, hence a critical set of sensors must be identified and secured to protect grid against
malicious actors. A new priority based defence strategy using normalised measurement
Jacobian is presented to select the most critical measurements for securing the power system
operation against false data injection attacks. The proposed approach is compared with existing
methodologies in the literature and validated using the standard IEEE test cases. However,
making a system completely hack proof is rather idealistic, therefore it is also necessary to

detect the false data injection attacks in the real-time. A new Log transformation based method



xi

is proposed in the thesis to detect the FDIA in real time with high probability. The proposed
method is built on the dynamics of measurement variations. The detection probability of the
proposed scheme is compared with existing methodology using benchmark IEEE test system.

To completely alleviate the possibility of cyber threats, the compromised meters must be
identified and system operator should be alarmed. To identify the attacked measurements, an
artificial intelligence (AI) based identification method is proposed to correctly single out the
malicious meters. The proposed Al based method successfully identifies the compromised
measurements by predicting the measurements in the event of the cyber-attack. The efficiency
of the proposed method is compared for artificial neural network and extreme learning
machine based Al techniques. To summarise, the main objective of the thesis is to present
various impacts of false data injection attacks on power system state estimation and to build
comprehensive risk analysis models forming a basic foundation on which various security
measures and algorithms are built to ensure the cyber-physical security of the power system.
The defence strategies proposed against data manipulation attacks, not only provides added
security to the power system from stealthy data manipulation attacks but also identifies the
compromised measurements for ensuring the integrity of power system operation and making

the future power grid both fault and attack resilient.
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in DAM.

@ ,P_Gg Minimum and maximum generation limits for the generator ‘g’.

Cgg(e) Generation cost function for g generator.

M Scalar constant with high scalar value (> 0).

Np Set of buses with load connected.

Ng Set of buses with generator connected.

Ny, Set of transmission lines in the network.

P’ Amount of power traded as virtual bid at bus ‘7’.
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Chapter 5
D

FN
FN-1(cg)

FN-1(cD)

G

AF;

APpg

F/F

Pyi/Pyi

Bus-Load incidence matrix.

Flows considering dispatch Py and actual load Pp.

Flows considering dispatch Pg,cg , actual load Pp and cg'” generator outage.
Flows considering dispatch P, actual load Pp and cI'” line outage.
Bus-Generator incidence matrix considering cg’ h generator outage.
Bus-Generator incidence matrix.

Real power demand vector.

Real power generation vector considering cg'" generator outage.
Generator dispatch vector considering corrupted load measurements.
Dispatch variables for the inner level optimization problem.

Real power generation ramp vector considering cg’ h generator outage.
Generator ramp vector considering corrupted load measurements.
Shift factor matrix considering c/’" line outage.

Shift factor matrix.

Change in the flow measurement of /' branch.

Change in the load measurement of 4’ bus.

Fraction of allowable load change.

Maximum/Minimum flow limit of the branch /.

Minimum/Maximum generation limits of generator at i’ bus.
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Bgen Count for lines violating the limits for one generator contingency.

Biine Count for lines violating the limits for one line contingency.

Coi(Pyi) Cost of generator on " bus.

FL, FL; =1 indicating AF; # 0.

Ly L, =1 indicating APpg # 0.

Np Set of all the buses where load is connected.

Ny, Set of all the branches of the network.

Npus Number of bus in the network.

r Fraction of allowable generation change during generator contingency.
Chapter 6

a Attack vector.

c Error caused in the state vector due to attack vector a.

H* Binary matrix for the Jacobian matrix H.

H; Normalised measurement Jacobian.

H Measurement Jacobian.

Uk Binary variable. wu;=1/0 denotes that PMU is present/absent at bus k.
Wk Binary variable. w;=1/0 denotes that k' PMU is protected/unprotected.
Ui Binary variable. ¢; = 1/0 denotes that measurement i is protected/unprotected.
l; Coupling variable for measurement i.

M Limit on number of sensors that can be protected.
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PD*,QD*

pDtrue
QDirue
V*,o*
Xbad

Zbad

APy

AQ i

Npi

Limit on number of PMUs that can be protected.

Gaussian measurement error vector.

Attacked real and reactive power demand for all the buses in the attacking

region NN;.

Real power demand vector before attack.

Reactive power demand vector before attack.

Attacked voltage and angle for all the buses in the attacking region ;.

State vector after attack.

Perturbed measurements after attack.

Change in real power load at the bus i.

Change in reactive power load at the bus i.

Null set.

From bus and To bus matrix for transmission lines.

Set of buses directly affected by change in the state 6; or V;.
Set of buses directly connected to the bus i.

Set of generator buses with and without load.

Set of buses attacking region for load altering attack at i’”* bus.
Set of boundary buses in the attacking region N;

Set of zero injection buses.

Set of buses connecting i’ bus directly.



XXX Nomenclature

n’ﬂow Total number of real power flow meters required to be attack to cause
change in state 6; or V;.

fnj Total number of real and reactive power injection measurements required

to be modified to cause intended change in state 6; or V;.

Niine Set of transmission lines affected by change in state 6; or V;.

N lil.ne Set of transmission lines directly connected to the bus i.

pree Specified real power injection at bus i post attack.

pirue True real power injection at bus i before attack.

Q.7 Specified reactive power injection at bus i post attack.

Qirue True reactive power injection at bus i before attack.

Vlrue 6IVM€
’

True voltage and angle vector.
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