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Abstract

Broadcast nature of the wireless channel makes secure information transfer quite challenging.
Therefore, to ensure secure information transfer, various advanced physical layer security
(PLS) techniques are proposed, such as, cooperative relaying, jamming etc. To ensure perfect
secrecy during PLS schemes, complete outage should occur at the eavesdropper and, the
data rate of the legitimate receiver gets bounded by the secrecy capacity, this may result
in an unendurable delay. Practically, if the information to be transmitted is correlated and
a certain fixed number of packets are required to recover the entire information, then such
protection mechanism is not required. In this context, by introducing rateless codes (RC)
such as Luby transform (LT) codes or raptor codes into PLS protocol design, secrecy and

lower transmission delay can be achieved.

In RC-aided transmission, ideally, an infinite number of encoded packets can be generated,
since each generated encoded packet is the XOR of the source packets chosen randomly.
Many of the applications today are delay-sensitive and hence, the channel usages allowed are
limited. Generally, RC are used for forward error correction (FEC) at the application layer
to deliver files without retransmission. RC have a property that a file consisting of K number
of source packets can be completely recovered when the destination accumulates N (N =
(1+6)K) rateless packets in any order, where N is moderately larger than K. Security can be
obtained by utilizing the aforementioned characteristic, if, the legitimate user accumulates N

packets before eavesdropper does.

In this work, we begin by investigating schemes in which cross-layer rateless encoding
is exploited to achieve secrecy in a delay-constrained environment. In the first scheme pro-
posed, transmit antenna selection (TAS) is employed at the base station to improve the main

channel and, artificial noise (AN) is generated by the use of a cooperative jammer to degrade
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the eavesdropper’s channel. Quality of violation probability (QVP), which consists of both
the delay violation probability and the intercept probability, is used as a performance metric.
A closed-form expression for QVP is derived. Our study reveals that on increasing the num-
ber of antennas at the source (/V4) while using TAS along with AN, QVP decreases for delay
sensitive services, whereas, in case of delay tolerant applications, increasing N4 is effective
at low SNR.

Employing multiple antennas at a node is costly and limited by the size of the node. In this
direction, we address the issue by a two-slot cooperative relaying scheme in which destination
assisted cooperative jamming is utilized to expedite the decoding rate of the packets at the
intended user. Both feedback-aided transmission (FT) and un-aided transmission (UT) are
studied and closed-form expression for QVP is derived. Result shows that for FT, an increase
in the total power reduces QVP, and by increasing the number of source packets the intercept
probability decays for both UT and FT.

In cross-layer rateless encoding, goals and requirements of one layer FEC method com-
promises the performance of the other layer FEC method. To overcome this, we propose a
secure scheme in which RC are used for FEC at the physical layer (PHY) in a cooperative
delay-constrained environment. The probability of violation (Pr,;,) is used as a performance
metric which consists of: 1) reliability outage probability, i.e., the probability with which the
information cannot be successfully decoded within the time constraint 7 and 2) information
intercept probability, that reflects the secrecy performance. Since RC can adjust the rate on
the fly, we analyse the system performance when the relay transmits a part of the message and
the receiver does energy accumulation (EA). We derive a closed-form expression of Pr,;, in
a single-relay system at high signal to noise ratio (SNR) when the receiver either accumu-
lates energy or mutual information (MI) from the received signals. Overall, the results show
significant benefits of PHY-RC for guaranteeing the quality of service (QoS) requirements

which include secrecy, reliability and low latency.

In the latter part of this thesis, we study the secrecy performance of a system with regener-
ative relays using RC and propose a relay selection technique to minimize the QVP. We also
analyse the secrecy of a dual-hop cooperative system consisting of multiple decode-forward
relays in a delay-constrained environment using RC, where there exists a separate time limit

for both the hops.
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