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Abstract

The research work discussed in this thesis is centered on robustly fingerprinting inherent be-
haviors in stochastic systems. We discuss two research problems in this thesis. First, we focus
on unique device identification based on inherent clock based fingerprints. Modern networks
comprise of a mix of heterogeneous devices. So, any device identification approach must be
able to uniquely identify them based on the same identification parameter and under varying
host configurations, measurements and environment conditions. In other words, we emphasize
on an empirical validation of the unique network device identification based on these clock
behavior fingerprints under the influence of stochastic environments. Secondly, we work on
fingerprinting (or characterizing) the inherent behavior of stochastic network experiments cap-
tured in their structure (that is, their executions on the network). These experiments typically
are comprised of repeated executions of a mix of network protocols in order to optimize them or
to create new ones. This fingerprinting/characterization can lead to verification of experiment
executions and by extension, evaluating the success in repeated experiment executions (by com-
paring the fingerprints/characterizations). Thus, in this thesis, we propose data articulation and
data aggregation based approaches for extensive empirical validation of network entities (net-
work devices and network services/states/experiments). These two problems are not tightly
coupled but instead are closely coupled. Our results are supported by hypothesis testing and
analysis through ANOVA, KS, chi-square and correlation tests. These research problems are
discussed briefly in the following text.

Modern enterprise networks contain heterogeneous devices. Last-mile connectivity to them
is typically provided by branching the wired networks into wireless networks. This network
transition relaxes the strict security prevalent in traditional wired networks. This transition, fur-
ther, has liquidated the enterprise boundaries from desktops (in the wired network) to personal
handhelds. As a result, the handheld devices contain both user’s personal financial data as well
as enterprise’s confidential data. At the same time, network sessions have now become longer
to accommodate frequent disconnections in the wireless medium. In case of a disconnection,
the device connects back to its original session very conveniently in order to avoid a lengthy
authentication process. Additionally, networks today implement a two-factor authentication

process. Identification at the client end is typically performed by software-based parameters
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(cookies, OS, browser, etc.). Most of the existing hardware based identification techniques
require special hardware installation for their operation. If obtaining access to the device is
possible, then it is also feasible to acquire a device image (disk image or flash memory image)
and port it to either an emulated/virtualized platform or a different physical hardware altogether.
In such a case, the operating system, session cookies and other software-parameters for device
identification would remain the same.

Thus, if the device identification parameter is innate to the device hardware, such device
cloning to an emulated hardware or a different physical hardware may be detected. This would
not have been noticed at the software level. A fascinating alternative here is to complement the
user authentication process with a stable, reliable hardware-dependent parameter. Any change
in device hardware will thus alert the network administrator of a possible security breach. The
network administrator can thereby add additional check(s) in server-end authentication to clear
this security flag. Applications like forensics, attack attribution and IDS monitoring will benefit
a lot by this alternative authentication process in the network.

After an empirical validation of network device identification based on characteristics of
the device clock, our second goal is to fingerprint the inherent behavior of stochastic experi-
ments. The experimental nature of networking research involves novel experiments for creation,
optimization, design and execution of networking protocols. As a result, these experiments
are repeated multiple times (not necessarily consecutively) on different network platforms
(wired/wireless/emulation testbeds/simulators), network topologies and hardware apparatus for
obtaining optimal results. Other researchers also re-execute these experiments to account for
the human element of error. An experiment consists of three main components, namely, (a)
deterministic (basic programming code targeted to run a certain way), (b) non-deterministic
(rare error cases in programming code or dynamic network behavior during experiment execu-
tion), and (c) opportunistic (cyber-attack models following multiple code paths for successful
execution). Further, these experiments are complex and stochastic in nature. Diverse sources
of variation in an experiment render attaining repeatability and verifiability very difficult. For
instance, an experiment’s (1) physical apparatus, (2) topology, (3) software code or binaries,
(4) input parameters, (5) hardware and software configuration of the nodes, (6) procedure, (7)
measurement and analysis process, (8) output, (9) cross-traffic involved, (10) other network
constraints originating from the dynamic network behavior, etc.

A user repeating his own experiment has a decent idea about its (experiment’s) execution
and may identify if the experiment is not executed accurately. But another researcher may
not possess that level of understanding into other researcher’s work. Thus, the ability to accu-
rately repeat an experiment and verify its accuracy is critical. It would be fascinating to tackle
this research problem just like the network device identification problem described above. In

other words, if a network experiment could be identified by an identification mechanism (that



is a characterization or a signature) based on its execution details then this information could
be used in the future to verify repeated executions. At the fundamental level, this informa-
tion could be the number of events, type of events and the sequence of occurrence of these
events taking place in the experiment execution. A repository or fingerprint database could be
maintained for storing the signatures/characterizations of different network experiments carried
out by the researcher. Verifying an experiment’s correct execution will then be reduced to the
trivial task of comparing characterizations of fresh experiment executions with the experiment
characterizations stored in the repository.

The main contributions of this thesis are the following.

e In order to provide a reliable means of hardware-based network-device identification, we
study and compare the existing device ID approaches. We then select clock-skew based
device identification for further empirical validation. This idea was presented (or intro-
duced) by Kohno et. al. We emphasize on the local fingerprinting in a network (providing
last mile access to client devices) and monitoring of active network hosts. No such work
existed when we began this research in 2010. The rest are subsequent works. The contri-
bution of our work is that we take a closer look at this approach and provide a systematic
empirical validation of clock skew fingerprint stability by performing a multi-dimensional
comparison (3X3X4) of factors influencing the clock skews for all heterogeneous devices.
These dimensions are timestamp measurement methods, target host measurement envi-
ronments, and target host configurations. These variables in measurement are promising
candidates that intuitively would be likely to cause differences in clock skew. Thus, in this
research, we ask questions like examining if the approach worked, how well it worked

and under what conditions did it work?

e We provide optimizations for the clock-skew based device identification approach and
identify the factors that affect a device’s skew estimate in a heterogeneous network. Our
research includes a thorough experimental validation of skew behavior for smart hand-
held devices. No such work existed when we began this research in 2010. The rest are
subsequent works. We modify the optimized clock skew estimation technique to tailor
it according to handheld device sleep routines to avoid latency in captured timestamp
value packets on the network. We discover skew jumps in mobile handheld devices, in-
duced by varying operating power modes and ambient device temperatures. We apply the
optimized identification approach to other devices in a heterogeneous network, namely,
virtual machines, testbed nodes. We demonstrate that VM skews show a completely differ-
ent skew behavior as compared to that published by Kohno et. al. We also demonstrate

that testbed node skew behavior is unexpectedly different from the clock skew trends



of both physical and virtual machines. We finally, leverage the optimized skew based

identification approach to distinguish between individual cores of a multi-core machine.

e Once a characterization of skew based identification in modern heterogeneous networks
has been evaluated, we now examine the characterization of stochastic network services
(experiments). Our framework directly characterizes a network experiment’s execution.
The aforementioned characterization facilitates the comparison of repeated experiment
executions based on event logs and measurement data. This framework results in the cre-
ation of Time-Series and Event Based Markov Chain characterizations. Comparison of
these characterizations is performed by standard distance measures like Kullback-Leibler

Divergence, Total Variation Distance and Euclidean Distance.

o We demonstrate that our framework is statistically rigorous, sound and sensitive to changes
in experiment configuration like hardware, topology, traffic and mobility. We extensively
test our framework on a few experiment classes (opportunistic and heavy-tailed) over dif-
ferent experimentation platforms (simulators, emulated testbeds and real-networks). To
do this, we create multiple configuration-based variations of these experiment classes on
these experimentation platforms. Subsequently, we perform hundreds of executions for
each variation and then compare these executions with our framework. We also establish

that these characterizations are feasible under transformations of scale and complexity.

With the proposed device identification strategy, we tracked 152 devices, 17 handhelds, 48
virtual machines and 22 testbed nodes for a period of 9 months each. Clock skew estimate for
every device was found to be stable under almost all investigation parameters. Significant dif-
ferences between skew behavior for desktops and handhelds were observed. Namely, desktop
skew estimates were affected by NTP updates while handheld skew estimates were affected by
varying operating power modes and ambient device temperatures. Maximum value for error
threshold in the skew estimates for all devices was 0.3 ppm. We found that to achieve the mini-
mum error threshold and the most stable skew estimate, a minimum of 70 packets were required
to calculate one skew estimate. Variable skew jumps were observed in handhelds with changing
operating power states (AC power/battery operated) and varying ambient device temperatures
(-18 to 45°Celsius). We also demonstrated that these jumps were dependent on the type & man-
ufacturer of the device. VM skews were found to be neither inconsistent nor extremely large as
outlined in previous published research. We also showed that testbed nodes exhibited similar
skew estimates upto the 3rd decimal place. Thus, we found that for a moderate-size network,
clock skew based fingerprints provided a reasonable mode of identification under a variety of

host, configuration and measurement environments.



With the proposed network service/state characterization strategy, we analyzed 1500 DE-
TER testbed DNS-cache poisoning attack experiment trials, 3200 ns2 webtraffic-generation
experiment trials, 1000 real-time webtraffic-generation experiment trials and 300 ns3 wireless
mobile traffic-generation experiment trials. Our framework based experiment characterizations
were found to be sensitive to experiment configuration and as a result the impact of topology,
traffic, hardware and mobility on these characterizations was investigated. We demonstrated
that our framework was statistically rigorous, sound and sensitive to changes in the exper-
iment’s configuration (hardware, topology, traffic and mobility). We extensively tested our
framework by performing hundreds of experiment executions on a few experiment classes (op-
portunistic and heavy-tailed experiments) and heterogeneous experimentation platforms (sim-
ulators, emulated testbeds and real-networks). Thus, we found that our framework provided
a direct and precise method to compare two executions of a stochastic networking experiment
with Markovian dependencies for simulations, emulation-based testbeds and real-time network
experiments.

Thus, the research in this thesis provides an empirical study to help the reader to understand
the full-scale capabilities of skew based fingerprint in a heterogeneous network under a set of
varying configurations, measurement and environment conditions. This research also lays the
foundation for generating a validity management framework for determining verifiability and

repeatability in experiment executions.
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