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Abstract

Free space optical (FSO) communication systems continue to take up a pivotal position
in the continuing evolution of cutting-edge global telecommunications and networking
systems. The prime advantages of this growing technology is its licence free spectrum
and higher spectral efficiency—virtually unlimited bandwidth. FSO communications
have excellent features like utilization of unregulated spectrum, lower cost implemen-
tation, lesser power consumption, faster deployment capability, etc., due to which it has
drawn significant attention in both research and industrial domains. For the past few
decades, FSO communication has grown its appeal to a broader extent in the scientific
research communities. This contemporary technology provides numerous benefits over
typical radio frequency networks. Having acknowledged its popularity for its manifold
technical benefits, the broadcast nature of FSO communication can expose the system
to various privacy and information security related risks. Thereby, the intervention of
illegitimate sources such as jammers in the FSO network has become a raising concern
in the present day—which needs closer attention.

The work presented in this dissertation unfolds the detailed investigation of jam-
ming effect over different FSO set-ups and how this denial-of-service (DoS) attack can
be a serious threat for this promising high-speed wireless network. The analysis starts
with a single-input single-output (SISO) FSO system in the presence of jammer, and
closed-form expressions of different performance metrics such as average bit error rate
(ABER), outage probability (OP), diversity order, and coding loss are obtained for the
Gamma-Gamma and negative exponential fading channels. To get more insights on the
error performances, the effects of pointing errors for both the jamming and legitimate

sources are also studied. Further, the performance of a multiple-input single-output
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(MISO) FSO system is analysed and significant improvement in the error and outage
performances is obtained in the presence of jammer. The BER and OP of the MISO
FSO system are mathematically derived and are compared with the SISO FSO system
performances in the presence of jamming effects.

After a detailed study of SISO and MISO FSO systems in the presence of FSO
jammer, a double relay-assisted FSO system is studied under the jamming attack. A
novel mathematical framework is developed to obtain the mathematical expression of
BER of decode-and-forward (DF) protocol-based cooperative FSO system in presence
of random relay jamming effects. Subsequently, the analysis is performed for a general
relay-assisted FSO system with an arbitrary number of relays in the presence of multiple
random jammers.

In order to study the effect of jamming over an aperture averaged FSO receiver,
an exponentiated Weibull (EW) distributed FSO fading channel is considered due
to its excellent fit for all aperture sizes over the ranges of atmospheric turbulence
conditions. A framework to obtain the mathematical expressions of BER and OP of
the considered FSO system under aperture averaging scheme is provided. Additionally,
the asynchronous jamming effect over the error performances is described.

This dissertation also explores how the efficacy of FSO communication channel
can be affected in the presence of random jamming attacks. In the presence of jam-
mer, the theoretical expression of discrete-input continuous-output memoryless channel
(DCMC) capacity of a SISO FSO communication system is derived analytically. The
study reveals that the FSO channel capacity is very sensitive to the degree of jamming
and the ergodic channel capacity alters crucially even for small change in jamming
activity. The presence of a rational jammer is addressed by modelling the interaction
between the FSO transmitter and the jammer as a non-cooperative game. Closed-form
expressions of the equilibrium of the proposed game are derived.

In short, this dissertation presents the fundamental analytical framework to inves-

tigate the jamming effects and its mitigation approaches in different FSO set-ups.
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AR

B W 3ffRPe (FSO) FaR JUNferar v Heaquf & 9917 g1 # sreamyfies dfeds grear ik
FeafesT & R I # e, 39 Ted! dai $1 I8 @M S9! d1sad Jad WagH 8 3R 3=
qUshHIY S&fdT-a¥dd: AT dsfdge| ThUds HaR gHH M FidgH BT 3UGIT, BH oI17Td BT
BT, BH fdoTeil DI TUd, doT dAIdl &dr e St 3cpse faAvde &, S e BRoT gqd
YT 3R i QAT &3] § Ae@yul wH 3efvd BT fUed $& 7 J 2AP! I, THTH3N
AR 7 IA6 &F H 37T 37U Bl ATIS IR dP FeIAT & YT TS, Ig AP a1
3P A UG &l g faferse AT hier™t Aeads | gdeh! Al Uadr Bl sheb! fdfdudr & fiy wier
e TRIT ® ATl @M, THUHS IR Bl FRIR0T UPHfd YUl &l 3SR & Abdl & fafi=
TIOHIAT 3R AT GRe HaHt et &6 fdg) Sd, $7 edad TheHsi Aedd # S S 31
Sd U el foiar o1 fawg §9 Y & adA Trd #-fS9 W 31fties w1 ¢ &l 31raedehd 2l

39 2 UeY ¥ Ugd B fafi=T Thuasi Je-319 W SifHT YqTa & fagd ST BT 39TTR 6T &
3R I8 Y JaT T STBER (SI3NTH) THAT IR IhdT & 59 3MTRATSHE gTs-TE IR Aead & fag
T TR TRt a1 faeeioor %6 iaT € SR 61 3uffa # gpdt-39Ye Ybel-31m3eYe (SISO) FSO
TOTTeT 3 7, 3R 3ia fie I R SR fafi=T veel Afga &1 de-%u srfieafaar (ABER), 33esT
UIIsdr (OP), fafderdr a 31k BIfeT 1 ured Bt STt @ TIAT-TTAT 33R BRI °et e gt
A | R 37fHH THBRI UTed B & feg
IS w2, ST 3R du QAT & foig FfeaT @1 Sfia e & st Fdl &1 | 3regae fosan Sirar g1
SHP AT, Heel9dl-399e fHTTe1-31m32ge (MISO) FSO f8%eH & geefq &1 faeasur fasar mam & 3iR
S 3R 3M3eST H Heayol GuR fbar 11 21 SR hY 3ufAfd # weelT yred foar Sirar 81 MISO &1
BER 3R OP U®UH3 Yomefl Tfoidia Bu F o= gidl & 3iR SHeb! ol TH3TSTH3N Thuss
YUTTe! J <Y ST & SHAT w1a b1 3ufefa # yaef|

THUT3AT BT 3T # TH3MSTH3NT 3R THETHN ThUHN Yunferdl & foaga 3reaad & 91
SR, Uh 39 Rel-31fTRs THTI3N YuTTett &7 SHAT §H & dgd 3nedd fdsar SraT 81 T &l Tford i
sty T B b Tl q A1 Tfoidte g fawfad fasar mar & Stple-Te-wBiRas (DF) Wieidbid-
ITUTRT HEBRT THUH3N YUTel! bl €31 3ulAfd # Argfeses Rel SIfHT yqmd| 58P aTe, faeeyor
I & AV fdsar Srar @ vaifee &t 3uflfd § Rev &Y gaamt I%ar & I1e Rel-9errdr urd
THUHSAT YUTTAT ATG (b SR |

TR 3719d THUEsN REtarR TR SITH €19 & TMTd BT 370397 B & oY, Ueb ardia asga (EW)
faaRa Thudsl BT IFe B &g AT STdT & argHseta 32Aifd b HH1 R ;i TR 36RT &
foTg g 3pte w0 F fibe § fRAfdaT| digaR 3R 3 & nfordta sffeafr wra & F T ve
HUET QR 31 IS P dgd GfeaemRd ThUHA3T YoMl Y& Bl TS 81 g8 ifaRed, e vaef
IR IGEIPBTicids SIHT Y9TT 3T quid s 7T 2|

g 2y Jaer Ig WY g1 oIl & fob THUH3N Hem? el bl YHTaehI RaT bt @ Argfesds SifdT
BHA! Pl 3ufRAfd # JMIfdd B FebdT 81 SR 1 3uRATA H, 39dd-g7ge FRaR-3m3eye AR e



Bl Jgifde rficafarT TIMETTN THIH3N TIR YoTlel! & (DCMC) &MdT faeaiyuTTc e BU I e
DI AT §1 3TEAFT I IdT IAdT @ fob THUHAT A &MHdAT STTH 81 1 53 & ufd aga Faaaid &
31R ST # I geelrd & felg Y wriffSes et amdT Heaqul U 4 g&a STdl & Tidfafe| Teb qebad
SR T 3UfRATA BT Se¥ere AisfelT gRT Halfeid fobaT ST & Thudsi ZiHiey 3R SR & die U
IRTEANT W &b B W | YUi-IF TRATIId B P Ao bl Afeafariar ured Y ST €|

G&YT H, I8 2y Yy =T Tihuasi Je-310 # SAHT yTal 3R 0SB 2AHA GIRPIvT Bt ST e
& foig Aifcies fdemvoTeTes e Tvgd o 2|
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